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1. Use a strong password that can’t be easily guessed.  

 At Walsh, your password must be at least 8 characters long, include an upper case 

letter, lower case letter, and a number or special character. Your password must not 

contain your name or any simple words (i.e. baseball, password, cat, etc.). You may not 

use the previous 12 passwords. 

 Make sure your password is difficult to guess, but easy for you to remember. 

 Don’t share your password. Try to avoid writing your password down. 

2. Beware of scams. 

 Do not respond to emails, instant messages, texts, phone calls, etc. asking you for your 

username and password.  

 Don’t give private information to anyone you don’t know, or who doesn’t have a 

legitimate need for your information. 

3. Don’t open email if you don’t know who sent it to you. 

 Malicious links can infect your computer. Never click on a link unless you know it is safe. 

 Beware of opening attachments. 

4. Protect your information when online. 

 Make sure a web page is secure when you go to login or enter personal/sensitive 

information. 

 Make sure the URL has https:// in the address bar. This indicates the webpage is secure. 

 Do not send you personal information (social security number, birthday, etc.) in email. 

Email is not a secure method of communication. 

5. Do not use file sharing software.  

 File sharing puts your computer at risk of becoming infected from malicious files and 

attackers. 

 File sharing is not allowed at Walsh University. Information Technology Services blocks 

file sharing through the firewall. 

6. Make sure to shut down, logoff, or lock a computer when you are not using it. 

 Have a password protected screen saver set up on your computer. 

 Make sure your computer or mobile device is set up to prompt for a password/PIN 

when starting up. 

7. Install antivirus software on your computer and make sure it is up to date with patches. 

 There are many antivirus software programs available to download for free. These 

include Avast and Webroot. 

 Even MAC computers are susceptible to viruses, malware, and spyware. Avast is 

available as a free download for Mac users. 

8. Save frequently and make sure you have a back-up of the files you are using.  

 Make sure to save your files frequently.  

 Save you files to your OneDrive on the cloud. 

 If you use a flash drive, make a backup of your flash drive. 


